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Employee Protection Register Policy

1.0 Introduction

1.1 This policy shall apply to all Merthyr Tydfil County Borough Council (MTCBC) 
employees. The objective of the Employee Protection Register (EPR) is to 
provide managers and staff with information about people whom the Council 
believes may present a credible and on-going risk to the health and safety of 
MTCBC employees.

This policy outlines the process for adding people to the EPR where a 
member of MTCBC staff has been subject to violence/potential violence 
and/or harm.  It is important to state that adding people to the EPR is not a 
mechanism for attributing blame; it is a process for alerting staff to the 
possibility of violence and/or harm.

1.2 People that may be included on the EPR are those that have:

 Subjected a member of staff to violence whether the act was intentional 
or not;

 Been convicted of a criminal offence that is relevant to staff safety and 
the Council has been informed that they pose a risk;

 Been intentionally verbally and/or physically abusive or aggressive 
towards an officer;

 Intentionally threatened an officer or damaged, or threatened to 
damage, property belonging to an officer or the Council;

 Engaged in conduct that is intended to or likely to compromise an 
officer in the course of their duties;

 Displayed behaviour that may indicate a mental health problem that is 
relevant to staff safety;

 Been identified by another organisation and/or agency as presenting a 
similar risk to staff (and we can substantiate that information as being 
accurate) i.e. Courts, Police, Crown Prosecution Service.

 Made false accusations against Council staff, for example, theft, 
assault, sexual assault etc.

2.0 Health & Safety

2.1 The EPR is intended to help ensure that the Council can meet its general 
duties under sections 2 and 3 of the Health and Safety at Work Act 1974, and 
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the duty to assess and manage risks under regulation 3 and 4 of the 
Management of Health and Safety at Work Regulations 1999.

3.0 Data Protection

3.1 This policy and the associated EPR are intended to comply with the 
requirements of Data Protection Laws. Compliance with the Council’s Data 
Protection Policy must also be maintained.

3.2 For the purposes of data protection, MTCBC is the ‘data controller’ and will 
retain ultimate responsibility in relation to processing, notification and 
disclosure of risk information and the security and confidentiality of such 
information.

3.3 The Information Commissioners Office (ICO) guidance on violent warning 
markers makes it clear that the employer has a duty of care towards its staff 
under health and safety legislation. The processing of the EPR by MTCBC is 
necessary to comply with these legal obligations, so long as it is fair and 
justified.

4.0 Sharing of Data

4.1 While there may be occasions when it is necessary or reasonable to share 
information with other organisations or individuals, staff must not share 
information on the EPR without the written consent of the Senior Information 
Risk Owner (SIRO). The Council’s SIRO is the Deputy Chief Executive.

4.2 Data may be shared with the permission of the SIRO on the following basis:

 In order to comply with any specific legislation;

 With elected Members, who may be advised by Democratic 
Services of any persons on the register that are resident in their 
ward;

 To certain government agencies which may include the Information 
Commissioners Office (ICO), the Local Government Ombudsman 
etc.

 To a third party by order of the Court;

 With medical professionals where it is believed that there may be 
mental health issues that we consider should be brought to their 
attention.
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5.0 Access to the EPR

5.1 Access to the EPR will be given to only those staff that have a genuine need 
to have access to the information. If you do not have access to the EPR but 
believe you should do, please contact the Information Security Officer. 

6.0 Responsibilities

6.1 The SIRO will act as the senior nominated person and will:

 Authorise entries onto the register;

 Authorise the retention or removal of entries from the register 
following review of entries by the Health & Safety Advisor;

 Authorise the sharing of information with other organisations;

 Review the EPR on an annual basis and make a decision on 
whether entries should be retained or removed.

6.2 The Health and Safety Advisor will:

 Review incidents and recommend to the SIRO whether or not 
entries should be added to the EPR;

 Update the SIRO with any on-going risk information in relation to 
people that have been placed on the register.

6.3 Staff that have access to the EPR will:

 Check the EPR before arranging a visit and if appropriate follow 
the recommended precautions;

 Inform the Council’s Health & Safety Advisor of the outcome of 
any visit to someone on the EPR, so the register may be 
updated with the latest information.

 Report to the Council’s Health & Safety Advisor any changes 
required to keep the EPR up to date and accurate e.g. changes 
of address, people that have moved from the district etc.

 Not share information from the EPR without written permission 
from the SIRO;

 Take steps to prevent unauthorised access to the EPR;

 Not save or make copies of the EPR in electronic or paper form;
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 Understand that misuse of the EPR may lead to disciplinary 
action.

7.0 Requesting that somebody be added to the EPR

7.1 If a member of staff feels that someone presents a risk to staff, they should 
report this to the Council’s Health and Safety Advisor, who will record and 
carry out an assessment of the incident before making a recommendation 
whether the person should be included on the EPR. The assessment will take 
account of a number of factors such as:

 The nature and gravity of the incident;

 The circumstances leading to the incident;

 Whether it is felt that the incident indicates a credible and on-
going threat to staff and property in the future;

 The purpose of the visit;

 Whether the individual had notice of the visit;

 What measures were taken to avoid confrontation;

 Any previous and subsequent behaviour of the individual;

 Any witness statements;

 Any other relevant information.

7.2 No anecdotal evidence from other people will be accepted unless we can 
subsequently substantiate the information as being accurate. 

7.3 Following the assessment the Health and Safety Advisor will make a 
recommendation to the SIRO whether to include anyone on the EPR. If it is 
decided not to make an entry onto the EPR the reason for doing so will be 
explained to the person making the initial report and their manager.

8.0 Notification

8.1 People will normally be informed when they have been entered onto the EPR 
in writing from the SIRO, and we will explain:

 The incident that led to their inclusion on the EPR;

 Why their behaviour was unacceptable;

 Who we may pass their information to;



V 1.0 2017

8

 When we will review the entry and consider removing the entry.

8.2 There may be circumstances where we feel that informing the individual 
would in itself create a significant risk of a violent reaction, and if this is the 
case we will not inform them of their entry. The Council will require strong 
rationale as to why someone is not informed why they are on the register.

9.0 Access to personal information under DPA & Appeals

9.1 An individual may request that the Council remove their entry from the EPR if 
they believe that the entry is causing or is likely to cause substantial damage 
or substantial distress to themselves or another and that damage or distress 
is or would be unwarranted. The Council will have 21 days to respond to this 
request.

9.2 The Council may refuse the request on the basis that the data is held in order 
to comply with our legal obligations, such as those under the Health and 
Safety at Work Act 1974.

9.3 An individual may request to see information held about them on the EPR and 
would need to make a Subject Access Request via Legal Services to obtain 
this information.

10.0 Review of entries

10.1 If there is objective evidence that there is no longer an on-going risk, then the 
Health & Safety Advisor will automatically remove an entry from the EPR after 
12 months. A report will be presented to the Information Governance Forum 
(IGF) to confirm the removal of entries from the register.

10.2 If there is no objective evidence held on the EPR to indicate the on-going risk 
i.e. there does not appear to have been any further visits to an individual since 
entry on to the EPR, the Health and Safety Advisor will attempt to make 
suitable enquiries to try and determine the on-going risk. If there is still no 
objective evidence then depending on the initial level of risk, the entry may be 
either retained for a further 12 months or removed.

10.3 An entry will only be potentially retained if there has been further incidents 
reported to the Health & Safety Advisor within the last 12 months. The Health 
& Safety Advisor will be required to make a recommendation to the SIRO 
detailing the reasons for the retention.

10.4 The data subject will be notified in writing from the SIRO that they are being 
retained on the register, and we will explain:

 The reason(s) that led to their retention on the EPR;
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 Why their behaviour was unacceptable;

 Who we may pass their information to;

 When we will review the entry and consider removing the entry.

11.0 Use of ‘markers’ on case files and private registers

11.1 The use of additional ‘markers’ on case files (whether paper or electronic) to 
indicate that an individual is a risk will only be allowed if there is a 
corresponding entry on the EPR. Managers will be responsible for ensuring 
that markers must relate to a corresponding entry on the EPR and that any 
markers are removed when an EPR entry is deleted.

11.2 To ensure that we comply with data protection requirements, staff must not 
keep their own ‘private’ registers of people who are considered to be a risk.

11.3 If you think that somebody should be included on the EPR, please report your 
concerns to the Council’s Health and Safety Advisor who will carry out an 
assessment of the risk.

12.0 Security of Information

12.1 Entries on the EPR may be sensitive personal data and may not be accessed 
by anyone that does not have an operational need to view the data. Heads of 
Service are to identify which staff should have access to the EPR and inform 
the Information Security Officer to arrange access.

12.2 Information on the EPR is not to be shared with other individuals or 
organisations without the written permission of the SIRO. Allowing 
unauthorised access to the EPR is a disciplinary offence and may be treated 
as gross misconduct.

12.3 The EPR is to be viewed ‘on screen’ only. Staff using the EPR should take 
care not to allow entries to be viewed by other staff or the general public. 
Copies of the EPR may not be printed or otherwise saved to other computer 
drives, or other storage areas.

13.0 Policy Review

13.1 This policy will be reviewed on an annual basis or earlier should there be a 
business requirement.

13.2 The Council takes seriously its statutory responsibilities and will, at all times, 
act in accordance with the law and take necessary and proportionate action in 
these types of matters. In that regard, the Information Governance Forum is 
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duly authorised by the Council to keep this Policy up to date and to amend, 
delete, add or substitute relevant provisions, as necessary, in consultation 
with the Cabinet Member for Governance and Corporate Services.

13.3 Any queries regarding this policy can be directed to 01685 727444 or via 
email, information.security@merthyr.gov.uk .

mailto:information.security@merthyr.gov.uk

